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Protection Training
Filtering - Training
Advanced Threat - Analysis

Encryption - Reporting
Archive
MFA

Rule Engine

Researchers from Stanford University and a top cybersecurity organization found that
approximately 88 % of all data breaches are caused by an employee mistake.
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According to the 2020 Phishing report, around 31% of banking employees failed to pass a phishing test. (KnowBe4)
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This was an authorized
phishing simulation
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Figure 1: Magic Quadrant for Endpoint Protection Platforms

Source: Gartner (May 2021)
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Managed Detection and Response (MDR)
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Managed Detection and Response (MDR)

MDR by SYSCOM CrowdStrike Falcon
N

CROWDSTRIKE

Overwatch

Insight

LI

L~ 73—k (24x7)

&

v
4 N\ 4 N\
N\ N\
@( 24 ; Incident Response » |:|. m »

DER - 840

@947 - BIE - B

QW - 116 - I

@RE - @ “ N
SYSCOM

¢

. M 2 - wEERQ4T)

Threat Hunt

\_ GLOBAL SOLUTIONS J ~— PC, Server

©2021 SYSCOM GLOBAL SOLUTIONS INC. All Rights Reservec






o d

mEmail ¥E(E, FL—=2J 2 #EMICER. HEZXZROIT-OOHEDHELEE

i RDBABREOEX 1Y T WK EO SR M EIRELEEXF LY T X%

' EDR"ZHAWVWTEBORH. HUFETEZERLEFTEH/IEICHIZ 5,

©2021 SYSCOM GLOBAL SOLUTIONSINC. All Rights Reserved. 35



BEDY 1 EF—ETH - BN

BE&Y 5 JoHEY = EF—%10
2021 REFH M N\—F1 ) F+BROERE
~BHEHFTRLOKRE - BAOEFX ) T 14 EM~

BARY S J6ED  EF—5E2MH
SROGND IS FEXa) ToRE%E
~B2IEI 5 FRIBREERT HCASBE (F~

HNEEXERITOVIEF—
EHIR CEHRMICDX - X ) T o EEHET I HE

m) https://syscomgs.com/ja/event

©2021 SYSCOM GLOBAL SOLUTIONSINC. All Rights Reserved.

36



	Slide Number 1
	Slide Number 2
	はじめに（自己紹介）
	会社紹介
	Slide Number 5
	2021年最新サイバーセキュリティ事故の実態  第一回のおさらい
	安全なクラウドセキュリティ対策のためのCASB 第二回のおさらい
	Slide Number 8
	本セミナーの課題/ゴール
	事前アンケート – フィッシングメール
	事前アンケート - EDR
	Slide Number 12
	Slide Number 13
	Slide Number 14
	事故事例
	Slide Number 16
	Email セキュリティ
	Email フィッシングトレーニングの仕組み
	実際のクリック数、効果
	実施の意義
	Slide Number 21
	Slide Number 22
	なぜゼロトラストモデルが必要なのか。
	境界線型と内部対策
	Slide Number 25
	EDRとは
	EDRとは
	EDRとは
	Endpoint Detection and Response (EDR)
	Data Breach Journey
	Ransomware Journey
	Managed Detection and Response (MDR) 
	Managed Detection and Response (MDR)
	Slide Number 34
	サマリー
	過去のウェビナービデオ・資料

