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EDR (Endpoint Detection and Response)
«  SOC (Security Operation Center)
*  SWG (Secure Web Gateway)
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Personal data was involved in 58% of breaches in } B - o — N

oD% of Breaches in 2019 Invalved Unpatched BIRBRD 5 560%I3/Sy FHBESN TV ANENER
Vulnerabilities (Security Blvd)

*INwF = PCRH—/N\—DWindows 7V FT— k¥, XY T —U2DFirmware 7w 57— R Y

| )
28% of the Breaches in 2019 Involved Small Business FETEN=N %= A <
Victims (Verizon) BHREMED28 BITH/NEETEZFTTWVWS
J
f h | )
63% of SMBs Report Experiencing a Data Breach in - 0 N N NN IR, _ H : ;
2019 (Keeper Security and the Ponemon Institute) 2019510 1S 63% DHVNMERDMBHIRRD S > 7c LS - 58%in 2018, 54% in 2017
J
' ™
86% of breaches were financially motivated and 10% EREEE I H 3 D86%IESETH D 10%H X /1 E8)
were motivated by espionage. (Verizon) )
h fadatab his$ Il | )
The average cost of a data breach is $8.19 million in e D [ — AL/ - NID == -
U.S as of 2020 (Digital Guardian) BRI & B AKETDFIHRETRIL$8.19 Million
J
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43% of SMBs Lack Any Type of Cybersecurity Defense BN EDAZ% TH A N—tE 21U F 1 SHEDOHEHA TETULARL
Plans (Bullguard)

68% of business leaders feel their cybersecurity risks IREE NS E68%|EH A /N—tF 2T UZIHAEML TV EERETWS

are increasing. (Accenture)

most difficult to fill. (CSO Online) RLETWS

the average spending on security increased from

2,337 dollars pe employee in 2019 to 2,691 dollars in THF 1) T WEANDREE1LHT-D FIHIEREITS$2,691 (FIFLL1 6%Up)
2020. It is nearly a 16% Increase from 2019. (Deloitte)

e gy Ly Yy Ty O —Hii$20274E1213$50.41 BillionCEiE, 20194 IE

By 2027. $19.86 Billion in 2019.
(Reports and Data)

SO e e e e e ITEIBE DA% T A N—EF ) TR a v OEREERDITIONHL L ]
$19.86 Billion ]
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leading any other industry. (Insights)

1 in 4 malware attacks targeted financial service firms, e TILY T TIHEDI/AITRRIENIEN & > T WS (EFER—1) ]

banking employees failed to pass a phishing test. IRITTHIHBAREEDKIZ1%D T v VI T XA MIAEE
(KnowBe4)

According to the 2020 Phishing report, around 31% of ]

Attacks on loT devices tripled in the first half of 2019. o _ 2 {25
(CSO Online) o loTHERZ 10 > T I (I 3FHE M ]

increase in reported cybercrimes (EBI

Since the pandemic began, the FBI reported a 300% o NV TF I wHBOH A N—IETRIZ300%EN ]
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attack doubled, increasing from $761,106 in 2020 to

The average total cost of recovery from a ransomware e SV LT THEHLNSDEIRICHDBFEHHERIZ$1.81millionin 2021
$1.85 million in 2021 (Sophos) (RIEELE #9268)

The average ransom paid was $170,404 in 2021 =N 7 e
(Sophos) o T Y LT T T DFHZIAERIZS170,404 J

data after paying a ransom, with 29% getting back no

SR e U SR o SO LAY T TR RIS TR ED S 58% AR T — A DEIRICRIIL. 29%1EL2T—
more than half of their data (Global Findings) XDSBEFERLHIMEIRHTETRI -1

Seconds in 2021 (Cybersecurity Ventures)

Ransomware Attacks Predicted to Occur Every 11 cM1IIC—ES VY LY T TREAHEIFSATVNS J

Live Attack Map https://threatmap.bitdefender.com/
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IAM (ldentity Access Management)
PAM (Privilege Access
Management)
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